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Abstract

Electronic health records (EHRs) include crucial and extremely confidential
health information that has to be constantly exchanged across peers. Blockchain
is a decentralized database that fosters interpersonal trust without the involve-
ment of a third party. To develop dependable and transparent applications, it
offers a shared, immutable, and transparent history of all transactions. This
presents an exceptional opportunity to create a secure and trustworthy data
sharing and management system (DSE) utilizing blockchain. The goal of this
project is to suggest a straightforward blockchain-based system for managing

medical data.

Keywords : Blockchain, Electronic health record EHR, Healthcare, Smart

contracts

Résumé

Les dossiers de santé électroniques (DSE) sont des informations médicales
privées critiques et hautement sensibles qui doivent étre partagées fréquemment
entre pairs.La blockchain est une base de données partagée qui crée la confiance
entre les individus sans l'intervention d'un tiers. Elle fournit un historique
partagé, immuable et transparent de toutes les transactions pour créer des
applications fiables, responsables et transparentes. Cela offre une opportunité
unique de développer un systéme de gestion et de partage de données sécurisé
et fiable a l'aide de la blockchain, appelé DSE.L'objectif de ce projet est de
proposer un systéme simple basé sur la blockchain pour la gestion des données

médicales.

Mots clés : Blockchain, Dossier de santé électronique (DSE) , Santé,

Contrats intelligents
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GENERALE INTRODUCTION

Blockchain is a distributed ledger that provides safe and open record-keeping.lt
was first introduced as the foundational technology for cryptocurrencies like
Bitcoin. Each node on the network,which is decentralized, keeps a copy of the full
blockchain and this allows it to function. Data immutability, transparency,and
resistance to manipulation are all guaranteed by the decentralized structure of

the system and cryptographic methods.

There are various advantages to using blockchain technology with electronic
medical records.The first benefit is that it offers a distributed and decentralized
storage solution,doing away with the requirement for a centralized authority that
may be exposed to hacker assaults or data breaches. Additionally,it gives patients
and healthcare professionals secure access to and sharing of medical records
while preserving their privacy.Last but not least,preset rules and agreements
may be automatically and securely carried out thanks to the usage of smart

contracts on the blockchain.

In our capstone projectwe want to investigate blockchain technology by
creating a state-of-the-art on the subject and showing a practical application.We
have created a health application that is a prime illustration for this situa-
tion.blockchain applications outside of ecurrencies.The memory is structured as

follows:

e The first chapter presents in detail the fundamental concepts of the

blockchain technology.

e The second chapter presents the applications of blockchain in healthcare
and significant research work of systems that use blockchain in the medical

field, as well as a summary of the key points cited in each work treated.
e The suggested system'’s design is presented in the third chapter.

e while its realization and execution are covered in the fourth.

We conclude our thesis with a broad statement.
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1.1. INTRODUCTION

1.1. INTRODUCTION

pecentralized and distributed digital ledger called blockchain technology

is employed to keep track of transactions among several computers.

A blockchain is a collection of computers (referred to as nodes) that

each store an exact replica of the ledger. The chain’s data blocks are linked

together by a cryptographic hash of the preceding block, preventing tampering

without being seen. The blockchain is protected by a consensus mechanism

that enables everyone to concur on the ledger’s current state. When a block of

transactions is added to the blockchain, it becomes immutable and cannot be
changed. Transactions are verified by a network of nodes.[22]

Numerous sectors, including finance, healthcare, supply chain management,
and voting systems, could be completely transformed by blockchain technology.
Benefits include improved transaction efficiency, security, and transparency.
Additionally, it does away with the need for middlemen, cutting costs and
enhancing mutual trust.

Although the technology is still in its infancy, it has already attracted consid-
erable interest from investors, governments, and corporations, and its potential

impact on the future is enormous.

1.2. DEFINITION OF BLOCKCHAIN

A blockchain, at its foundation, is a database that stores information across
a network of computers. Each block in the chain has a timestamp as well as a
unique cryptographic hash that connects it to the preceding block, resulting in a
secure and tamper-resistant chain of transactions. Once added to the chain, a
block cannot be changed or removed, giving it a secure and transparent record
of all transactions.

Blockchain technology, in addition to being immutable and secure, is also de-
centralized, which means it does not rely on a single point of control or authority.
Instead, the blockchain’s network of computers collaborates to authenticate and

verify transactions, guaranteeing that they are accurate and trustworthy.[19]

Page | 13



1.3. DIFFERENCE BETWEEN BLOCKCHAIN AND A DATABASE

1.3. DIFFERENCE BETWEEN BLOCKCHAIN AND A [DATABASE

1. Database :

Generally a database is a data structure which is used for storing infor-
mation. It is a organised collection or storage of data which is able to
store a new data or access a existing data. The data stored in a database
can be organized using a database management system. The database
administrator can modify the data stored in the database. A database is

implemented using the client-server network architecture.

2. Blockchain :

A blockchain is a growing set of documents called blocks that are con-
nected together via encryption. Each block contains the preceding block’s
cryptographic hash, a timestamp, and transaction data. By design, data
change is not permitted here. It enables decentralized control and reduces
the possibility of data tampering by third parties with appropriate system

access. Key differences between Blockchain and a Database are:[15]

Database uses centralized storage of Blockchain uses decentralized storage of

data. data.

Darabase needs a Database admin or There is no administrater in Blockchain.

Datab, dmiinistrator to ge the

stored data.

Modifying data requires permission Modifying data does not require

from database admin. permission. Users have a copy of data
and by modifying the copies does not
affect the master copy of the data as
Blockchain is irresistible to modification
of data.

Centralized databases keep information Blockchain keeps the present

that is up-to-date at a particular informnation as well as the past

moment. information that has been stored before.

Cenrralized databases are used as Blockchain is ideal for transaction

databases for a really long time and platform but it slows down when used as

have a good performance record, but databases specially with large collection

are slow for ertain functionalities. of data.

Figure 1.1: Difference between Blockchain and a Database [15]
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1.4. HISTORY OF BLOCKCHAIN

1.4. HisTORY OF BLOCKCHAIN

Since its introduction in 2008 as the underlying technology behind the
cryptocurrency Bitcoin, blockchain technology has evolved at a rapid and trans-
formational pace. The following are some significant milestones in the growth of
blockchain technology:

In 2008, Satoshi Nakamoto, the anonymous creator of Bitcoin, issued a white
paper titled "Bitcoin: A Peer-to-Peer Electronic Currency System."

The first Bitcoin block was mined in 2009, and the first Bitcoin transaction
occurred in 2010 between Satoshi Nakamoto and a programmer called Hal
Finney.

Alternative cryptocurrencies, or "altcoins," initially appeared in 2011, with
Litecoin being the most popular.

Ethereum was created in 2014, allowing the development of decentralized
applications (dapps) utilizing smart contracts.

R3, the first enterprise blockchain consortium, was founded in 2015 with the
intention of providing blockchain solutions for financial institutions.

In 2017, the price of Bitcoin reached an all-time high of nearly $20,000

drawing widespread attention to cryptocurrencies and blockchain technology.[20)]

1.5. KEY FEATURES
The key features of blockchain technology include:[23]

1. Decentralization : The network is decentralized meaning it doesn’t have any
governing authority or a single person looking after the framework.Instead,a

group of nodes maintain network making it decentralized.

2. Cannot Be Corruption : Every node on the network has a copy of the
digital ledger.To a transaction every node needs to check its validity.If
the majority think it's valid,then it's added to the ledger.This promotes

transparency and makes it corruption-proof.
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1.6. STRUCTURE OF A BLOCKCHAIN

3. Distributed Ledgers : the ledger on the network is maintained by all other
users on the system .This distributed the computational power across the

computers to ensure a better outcome .

4. Enhanced Security : As it eliminates the needs for central authority ,no
one can just simply change any characteristics of the network for their
benefit .Also using encryption ensures another layer of security for the

system.

5. Consensus : Every blockchain thrives because of the consensus algo-
rithms.The architecture is cleverly designed ,and consensus algorithms are
at the core of this architecture.Every blockchain has a consensus to help

the network make decisions .

6. Faster Settlement : Blockchain offers a faster settlement compared to
traditional banking systems.This way a user can transfer money relatively

faster,which saves a lot of time in the long run.

1.6. STRUCTURE OF A BLOCKCHAIN

The structure of a blockchain typically consists of the following components:[24]

1.6.1. NobDE

Nodes are network members whose gadgets enable them to keep track of the
distributed ledger and act as communication hubs in a variety of network jobs.
When a miner attempts to add a new block of transactions to the blockchain, a

block is broadcast to all network nodes.
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1.6. STRUCTURE OF A BLOCKCHAIN

1.6.2. TRANSACTIONS

A transaction is a contract or agreement, as well as the transfer of assets
between parties. Often, the asset is cash or property. The blockchain network
of computers keeps transactional data as a copy, with the storage sometimes

referred to as a digital ledger.

1.6.3. Brock

A block in a blockchain network is analogous to a link in a chain. Blocks
in bitcoin are like records that hold transactions like a record book and are
encrypted into a hash tree.

Every day, billions of transactions take place throughout the world. Users
must keep track of such transactions, which they accomplish with the use of a
block structure. The blockchain’s block structure is depicted in the first diagram

in this article.

1.6.4. CHAIN

A chain is a notion in which all blocks in the whole blockchain structure
in the globe are connected via a chain. And those blocks are linked using the

preceding block hash, indicating a chaining structure.

1.6.5. MINERS

Blockchain mining is a procedure that validates each stage of the transac-
tion while all coins are in operation. Miners were people who worked in the
mining industry. Blockchain mining is the process of validating each stage of a

transaction while using cryptocurrency.

1.6.6. CONSENSUS

A consensus is a fault-tolerant strategy used in computer and blockchain

systems to obtain the necessary agreement among distributed processes or
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1.6. STRUCTURE OF A BLOCKCHAIN

multi-agent systems, such as cryptocurrencies, on a single state of the network.
It can be used for record keeping and other purposes.
There are several types of consensus mechanism algorithms, each of which

operates on a different set of principles:[24]

1.6.6.1. ProorF oF WoRrk (PoW)

Markus Jakobsson and Ari Juels created the term "proof of work" in a paper
released in 1999. It has something to do with bitcoin. Proof of Work (PoW) is a
technique meant to make digital transactions safe without the need to trust a
third party. This piece expands on prior puzzle solutions. PoW might be used to
validate current and historical transactions. Mining is the process through which
the labor that goes into solving a problem creates rewards for whoever solves it.
In other words, this is frequently an algorithm meant to validate transactions
and add new blocks to the blockchain. With Proof of Work, miners compete to be
the first to solve a complicated mathematical challenge that will create this new
block, which means they'll be able to receive some new Bitcoins as a reward.

Because it is extremely difficult to accomplish work, PoW minimizes the
chance of a 51% assault .

No one miner will be able to dominate the Bitcoin network. Hashcash PoW
system is used.

Before proposing a new block, miners must provide confirmation that they
have completed some work. At the same time, each solution is simple for the
community to validate. This makes it simple to verify the legitimacy of all
transactions. PoW also limits the number of new data blocks that may be
produced. Miners, for example, can only generate a Bitcoin (BTC) block every
10 minutes[24]

It is not dependent on a single third-party transactor. This creates a network

that is "trustless" and transparent. Monopoly can grow over time.
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1.6. STRUCTURE OF A BLOCKCHAIN

1.6.6.2. ProoF ofF STAKe (PoS)

Proof-of-stake is a consensus process that determines who validates the next
block based on how many coins you own, rather than miners solving cryptographic
problems using computer power to verify transactions like they do with standard
Proof-of-Work. The likelihood of validating a fresh block is governed by a person’s
stake.[24]

The validator does not get a block reward; instead, they are compensated
with network fees.

Peercoin was the first cryptocurrency to use a full-fledged PoS consensus
process.

Monopoly and Power Consumption.

1.6.6.3. DiFFereNCE BETWEEN (PoW) anbp (PoS)

Proof of Work VS Proof of Stake

Mining capacity depends on

computational power
P B Validating capacity depends

on the stake in the network

Validators do not receive a
block reward, instead, they
collect transaction fees as
reward

Miners receive block rewards to
solve a cryptographic puzzle

Hacker would need to own

Hackers would need to have

a computer powerful than 51%
of the network to add a malicious
block, leading to 51% attack

% ] 51%

51% of all the cryptocurrency
on the network, which is
practically impossible and
therefore, making 51% attacks
impossible.

Figure 1.2: Proof of Work vs Proof of Stake [24]
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1.7. HOW DOES BLOCKCHAIN WORK

1.7. How poEes BrockcHAIN WORK

Blockchain is a digital ledger system that is decentralized and distributed,
allowing safe transactions and information sharing between participants without

the need for a central authority or intermediary [7].Here’s a quick rundown of

how it works:

HOW BLOCKCHAIN WORKS

®; 9 Q@piw

_ ) A Block that represents
A transaction Is requested the transaction The Block is sent to every
is created node in the network

@ g
g
-
* - . -
] Nodes receive The Block is added
2 reward for 10 the existing The transaction
Nodes validate the transaction [he Proof of Work Blockehain IS complete

Figure 1.3: How Blockchain Works [/]

1.7.1. TRANSACTIONS

A transaction is started by a user and broadcast to the blockchain’s network

of nodes (computers).

1.7.2. VERIFICATION

Using algorithms and consensus processes, the network of nodes validates the

transaction. After validated, the transaction is merged with other transactions to

form a block.
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1.7. HOW DOES BLOCKCHAIN WORK

1.7.3. HASHING

A block is formed by running transactions through a cryptographic hash

function, which creates a unique code known as a hash.

1.7.4. CREATING THE BLOCK

Once the block is formed, it is added to the blockchain, which is a decentralized

and distributed public ledger that maintains track of all network transactions.

1.7.5. VALIDATION

The network of nodes validates the new block using consensus processes.
Once verified, the block is uploaded to the blockchain and becomes a permanent

part of the network.

1.7.6. SECURITY

The decentralized structure of blockchain makes tampering with data on the
network exceedingly difficult. Each block contains a reference to the hash of the

preceding block, forming a chain.

1.7.7. DECENTRALIZATION

Because blockchain technology is not centralized, it is more secure and
transparent. As a result, it is an excellent choice for applications such as digital

money, supply chain management, and voting systems.
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1.8. SMART CONTRACTS

1.8. SMART CONTRACTS

1.8.1. DEFINITION

A Smart Contract (or cryptocontract) is a computer software that manages
the transfer of digital assets between parties directly and automatically under
particular conditions. A smart contract functions similarly to a standard contract
while additionally automatically enforcing it. Smart contracts are programs that
run precisely how their developers put them up (coded, programmed). Smart

contracts are enforceable by code in the same way that reqular contracts are[3].

1.8.2. FEATURES

The following are some essential characteristics of a smart contract:

1. Distributed : Everyone on the network is guaranteed to have a copy of all
the smart contract conditions, and none of the parties can modify them. All

nodes linked to the network duplicate and disseminate a smart contract.

2. Deterministic : Smart contracts can only perform their intended tasks
when the necessary circumstances are satisfied. The end result will be the

same regardless of who executes the smart contract.

3. Immutable : Once deployed, a smart contract cannot be altered; it can

only be withdrawn if the functionality has already been developed.

4. Trustless : These are not required by third parties to verify the process’s

integrity or to ensure that the required criteria are satisfied.
5. Self-verifying : These are self-verifying because of automated capabilities.

6. Self-enforcing : These are self-enforcing when all of the requirements and

regulations are satisfied.
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1.8.3. How Do SMART CoNTRACTS WORK?

A smart contract is just a digital contract with blockchain security code. It has
specifics and permissions specified in code that need a particular sequence of
events to occur in order to trigger the agreement of the smart contract’s conditions.
[t may also contain time limits, which may result in contract deadlines. Every
smart contract has a blockchain address. If the contract has been published on

the network, it may be interacted with by using its address[8].

Smart Contract Work:

— v
=i e s i v iR i g ez CRNES 1
- v All !
Identify Agreement Set conditions Code business logic !
]
Multiple parties identify Smart contracts are A computer program 1
the cooperative opportunity executed automatlcally Is written 1
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|
e S e%e 1
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Encryption and blockchain

Network updates Execution and processing technology

All the nades on the The code Is exscuted and Encryption provides a secure
netwerk update their ledger. outcomes are memorialized. wansfer of messages between parties.

Figure 1.4: How Smart Contract Works [5]

o Agreement ldentification : Multiple parties identify the cooperation poten-
tial and intended goals, and agreements may involve business procedures,

asset exchanges, and so on.

e Set conditions : Smart contracts can be triggered by parties or when
particular circumstances are satisfied, such as financial market indices,

occurrences such as GPS locations, and so on.
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Code business logic : When the conditional parameters are satisfied, a

computer program is built that will execute automatically.

Blockchain technology and encryption : Encryption ensures the safe
authentication and transport of messages between smart contract partici-

pants.

Execution and processing : During blockchain iteration, whenever par-
ties establish agreement on authentication and verification, the code is

performed and the results are recorded for compliance and verification.

Network updates : Following the execution of smart contracts, all nodes
in the network update their ledger to reflect the new status. Once a record
has been posted and validated on the blockchain network, it cannot be

changed; it is only in append mode.

1.8.4. ADVANTAGES OF SMART CONTRACTS

1.

Recordkeeping : All contract transactions are maintained on the blockchain
in chronological order and may be viewed together with the full audit trail.

However, the parties engaged can be encrypted for complete secrecy[8].

Autonomy : Direct transactions occur between parties. Smart contracts
eliminate the need for intermediaries and enable transparent, direct inter-

actions with clients.

Reduce fraud : Detection and reduction of fraudulent behavior. The
blockchain is where smart contracts are kept. Forcefully changing the
blockchain is extremely difficult due to its computational complexity. A
breach of the smart contract can also be detected by network nodes,
and such a violation attempt is considered invalid and is not kept in the

blockchain.
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4. Fault-tolerance : Because no one person or entity controls the digital
assets, one-party dominance and the circumstance of one part backing out
do not occur because the platform is decentralized, and the contract stays

intact even if one node detaches itself from the network.

1.8.5. CHALLENGES OF SMART CONTRACTS

e No reqgulations : There are no worldwide rules concentrating on blockchain
technology (and associated technology such as smart contracts, mining,
and use cases such as cryptocurrency), making these technologies difficult

to monitor|3].

e Difficult to implement : Because smart contracts are still a relatively new
idea, study is currently being conducted to properly understand the smart

contract and its ramifications.

e Immutable : They are basically unchangeable. When a modification
must be included into the contract, a new contract must be created and

implemented in the blockchain.

e Alignment : Smart contracts can accelerate the execution of processes
involving numerous parties, regardless of whether the smart contracts are

in alignment with all of the parties’ intentions and understanding.
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1.9. TYPES OF CRYPTOGRAPHY IN BLocKCHAIN

Cryptography is a technique for protecting data from unwanted access. Cryp-
tography is used in blockchain to safequard transactions between two nodes in a
blockchain network. As previously stated, the two essential ideas in a blockchain
are cryptography and hashing. In a P2P network, cryptography is used to
encrypt communications, while hashing is used to protect block information and
link blocks in a blockchain. The primary goal of cryptography is to ensure the
security of participants, transactions, and protections against double-spending.
It aids in the security of various transactions on the blockchain network. It
assures that only the personnel who are supposed to receive, read, and process

the transaction data may do so.[9]

1.9.1. SYMMETRIC-KEY CRYPTOGRAPHY

In this encryption approach, we use a single key. This same key is utilized
in both the encryption and decryption processes. Employing a single common
key raises the issue of securely passing the key between the sender and the
recipient. It's also known as Secret-Key Cryptography. Block ciphers, on the
other hand, encrypt one block of information at a time, as the name implies. In
this situation, however, the same plaintext block will be repeatedly encrypted to

the same ciphertext[9]

Symmetric Encryption

[CEEm.) -
E= 3 > - l=El - o - > X
= a [ ==
= Plaintext . Ciphered - Decrypted _.-,_
Sender data Data Plaintext Recipient
data
Shared Key Shared Key

Figure 1.5: Symmetric-Key Cryptography [9]
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1.9.2. AsYMMETRIC-KEY CRYPTOGRAPHY

This cryptographic approach employs separate keys for encryption and de-
cryption. This encryption method employs both public and private key techniques.
This public key mechanism allows entirely unknown individuals to communicate
information such as email addresses. The private key aids in the decryption of
communications as well as the verification of digital signatures. The private key
cannot be deduced from the public key, but the public key may be derived from
the private key, according to the mathematical relationship between the keys.

ECC, DSS, and so on are examples.[9]

Asymmetric Encryption
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Sender data Data Plaintext Recipient
data

Public Key Private Key

Figure 1.6: Asymmetric-Key Cryptography [9]

1.9.3. HasH FuNcTiOoNs

Cryptographic hashing is a well-known application of cryptography. Im-
mutability in the blockchain is enabled through hashing. Keys are not used in
the encryption of cryptographic hashing. After a transaction is validated, the
hash algorithm adds the hash to the block and creates a new unique hash from
the original transaction. While hashing continues to combine or create new
hashes, the original footprint remains available. The root hash is the single
combined hash. The hash function aids in the linking of blocks as well as the
integrity of data inside blocks; any changes to the block contents result in
a break in the blockchain. MD5 and SHA-1 are two reqularly used hashing

functions.[11]
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1.9.3.1. SHA-256

One of the original and most well-known hashing algorithms is SHA-256,
which is utilized in blockchains including Bitcoin, Bitcoin Cash, and Bitcoin SV.

In a blockchain, SHA-256 is employed at many stages, most notably:[17]

e Consensus mechanism: Miners adjust the nonce value in a bitcoin block
until they achieve the hash below the threshold. They then use SHA-256
to determine the hash of new blocks that will be generated. The block can

then be approved for entry into the ledger.

e Block chains: Each block in the ledger has a SHA-256 hash referencing

the block before it in the chain.

e Digital signatures: Transactions use digital signatures to maintain integrity,
the information used in the transaction is hashed using SHA-256, and then
it is encrypted with the sender’s private key to generate a signature. The

miner then verifies this signature to validate the transaction.

A

I
Data.txt Sender

SHA256()

2b531504ae9¢4737607773f16b8104df

Private Key of

3 5 t
cender ignature

67d2e95dc7ef939d03d2b633e7934d0

Figure 1.7: The process of signature generation [11]

Page | 28



1.10. EVOLUTION OF BLOCKCHAIN TECHNOLOGY

1.10. EvoLuTtioN oF BLOCKCHAIN TECHNOLOGY

1.10.1. BiTcoIN

The first decentralized cryptocurrency’s peer-to-peer network eliminates the
need for middlemen. In 2008, a person or group of people known as Satoshi
Nakamoto established the Bitcoin cryptocurrency. Bitcoin transactions are
recorded on the blockchain, a public ledger. There are currently more than 18,

as opposed to the existing limit of 21 million Bitcoin tokens in circulation.[10]

1.10.2. LiTECOIN

Litecoin was created in 2011 by Charlie Lee, a former Google employee.
He contributed advancements to Bitcoin technology such as faster transaction

speeds, lower fees, and a concentration of miners.

1.10.3. ETHEREUM

In July 2015, Vitalik Buterin launched Ethereum. Ethereum is now the second-
largest cryptocurrency by market capitalization, after only Bitcoin. Ethereum
includes its own programming language, Solidity, as well as its own digital
money, Ether. (ETH).

1.10.4. RipPLE

Ripple: Similar to Litecoin and Bitcoin, Ripple is a cryptocurrency that
operates on an open-source, peer-to-peer, decentralized network that allows
for simple money transactions in any format. Ripple, a blockchain-based digital

payment network and protocol, has its own currency known as XRP.
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1.10.5. NEO

Developed in China, NEO, originally known as Antshares, is actively attempt-
ing to surpass other prominent cryptocurrency competitors on the worldwide
scene. It focuses on smart contracts, also known as digital contracts, which allow

users to design and execute contracts without the involvement of a mediator.

1.10.0. IOTA

IOTA is an Internet of Things (loT) application that was invented in 2016. By
2020, billions of devices would be connected to the internet. In this Internet of
Things ecosystem, smart gadgets may transmit data and payment information
with a variety of different devices throughout the day. IOTA aspires to become

the standard means of conducting transactions on smart devices.

Currency Smart DApps Industry
Contracts
Blockchain Blockchain Blockchain Blockchain
2.0 3.0 4.0
I | I I
Digital Currency Smart Contract Scalable Good Industry
Distributed Ledger Virtual Machine User Interface Infrastructure
Merkle Tree Decentralized User Experience Based Blockchain
Blockchain Data Distributed Inter Operability EcoSystem
PoW Applications Efficient

Figure 1.8: Phases of Evolution of Blockchain [10]
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1.11. [TYPES OF BLOCKCHAIN

1.11.1. PuBLic BLOCKCHAIN

A public blockchain is a decentralized network in which anybody may join and
view the blockchain's transactions. There is no centralized authority managing
the network, and anybody may host a node and validate transactions. For
cryptocurrencies and other decentralized applications that need transparency

and open participation, public blockchains are frequently employed.

1.11.2. PRIVATE BLOCKCHAIN

A private blockchain is a network that only authorized users may use to vali-
date transactions and view the blockchain’s contents. Participants are frequently
identifiable entities, such as corporations or persons, and the network is not
open to the public. Businesses routinely use private blockchains to improve the

efficiency, security, and transparency of their internal processes.

1.11.3. BLockcHAIN CONSORTIUM

A consortium blockchain is a cross between public and private blockchains. It
is a permissioned network in which various organizations or entities collaborate
to keep the network running. Consortium blockchains are commonly used in
areas where numerous parties must securely collaborate and exchange data,
such as supply chain management or banking. The consortium members govern

the network, and authorized participants have access to the network and data.[21]
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1.12. ADVANTAGES AND DISADVANTAGES OF BLOCKCHAIN

1.12.1. ADVANTAGES OF BLOCKCHAIN

e Verifiable : Blockchain technology is used to store information in a decen-
tralized fashion so that everyone may verify the accuracy of the information
by utilizing zero-knowledge proof, in which one party verifies the accuracy

of data to another party without revealing anything about the data.

e Immutability : Because blockchain technology is decentralized, any modifi-
cation will be mirrored in all nodes, making it impossible to commit fraud;

hence, transactions can be claimed to be tamper-proof.

e Transparency : It makes transaction histories visible since every node in
the network has a copy of the transaction. Any updates to the transaction

are accessible to the other nodes.

e Efficiency : Blockchain eliminates third-party interaction between transac-
tions and eliminates errors, making the system more efficient and speedier.

Settlement is made simpler and more efficient[1”]

1.12.2. DISADVANTAGES OF BLOCKCHAIN

e Modification of data : Blockchain technology does not allow for easy
change of data after it has been recorded, and rewriting the codes in all of
the blocks is time-consuming and costly. The disadvantage of this feature

is that it is difficult to repair errors or make required modifications.

One solution does not meet all needs, and blockchain technology is no
exception. There is a lot of talk in the business about blockchain and Web3,
and many organizations want to transition from Web 2.0 to Web3, but this
is not a simple 'lift-and-shift" solution. Companies should do due diligence
and a deep dive study to determine whether blockchain technology is a
good fit for their purposes, and then plan their development or migration

to Web3 appropriately.
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e Speed and performance : Blockchain is considerably slower than the tradi-
tional database because blockchain technology carries out more operations.
First, it performs signature verification, which involves signing transactions
cryptographically. Blockchain also relies on a consensus mechanism to
validate transactions. Some consensus mechanisms, such as proof of work,
have a low transaction throughput. Finally, there is redundancy, where the
network requires each node to play a crucial role in verifying and storing

each transaction.

e High implementation cost : Blockchain is costlier compared to a traditional
database. Additionally, businesses need proper planning and execution to

integrate blockchain into their process[12].

1.13. FUTURE OF BLOCKCHAIN

e Emerging Trends : Blockchain is a fast changing technology, and numerous
emergent themes are expected to define its future. They include the
expansion of decentralized finance (DeFi), the creation of new consensus
mechanisms, the integration of artificial intelligence (Al) with blockchain,

and the introduction of new blockchain-based business models.

e Potential Disruptions : Blockchain has the potential to disrupt several
industries, including banking, healthcare, supply chain management, and
others. Blockchain can enhance efficiency, minimize fraud, and boost

confidence by providing secure, transparent, and decentralized systems.
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1.14. CONCLUSION

e Adoption in Different Industries : Blockchain technology is already being
used in a variety of areas, including banking, logistics, healthcare, and
others. As more businesses grasp the potential benefits of blockchain,
adoption is projected to increase. Blockchain can enable quicker, cheaper,
and more secure transactions in finance, while it can enhance patient

outcomes and lower costs in healthcare.

Blockchain can enable more transparent and efficient monitoring of items
in logistics and supply chain management, as well as lower the risk of
fraud. [12]

1.14. CONCLUSION

By enabling safe and transparent peer-to-peer transactions without the
need for middlemen, blockchain technology has the potential to revolutionise
numerous sectors. While there are still difficulties and constraints to overcome,
the future of blockchain is bright, with new trends, possible disruptions, and

grow'tng acceptance across sectors.
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2.1. INTRODUCTION

2.1. INTRODUCTION

Any issues confront the healthcare business, including data security, inter-
M operability, and privacy concerns. Patient data is frequently segregated
in several healthcare systems, making it difficult for doctors to obtain the informa-
tion they need to offer effective care. The application of blockchain technology in
healthcare can assist in addressing these issues by offering a secure, transparent,
and efficient method of storing and sharing patient data. Furthermore, blockchain
can facilitate the creation of novel healthcare solutions such as smart contracts

and decentralized healthcare apps.

2.2. CoMPARISON BETWEEN THE CLASSIC SOLUTION AND

THE BLOCKCHAIN SOLUTION

1. Classic Solution: A single entity is often centralized and controls everything

(e.g. a company,government agency)|15]

e Data is kept in a centralized database or on a server.

e The controlling entity's data may be exposed to hackers, fraud, or
manipulation.

e The credibility of the governing entity may have an impact on data
privacy and security.

e Transactions can be time-consuming, expensive, and need the use of

middlemen.
2. Blockchain Technology:

e Decentralized and dispersed across a node network.

e Data is kept in a distributed ledger, which is maintained by network

participants by consensus.

e Cryptographic techniques are used to safequard data, making it harder

to hack, modify, or corrupt.
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e Participants have ownership over their own data and may specify who

gets access to it.

e Transactions are quick, secure, and low-cost, and they may be com-

pleted without the use of middlemen.

e Data sharing and storage transparency.

2.3. ADVANTAGES OF USING BLOCKCHAIN TECHNOLOGY IN

HEALTHCARE

Blockchain technology can benefit healthcare businesses in a number of ways
at once. First, it has to do with patients’ medical records. EHRs may be safely
kept in a decentralized system using blockchain that is immune to hacking and
manipulation. Secondly, hospitals and other healthcare institutions can decide
on patient care more quickly. It is feasible because all patient data is kept in a
single, 24/7 system.[10]

Blockchain technology's simple data access speeds up the process of issuing

medical credentials to healthcare workers.

2.3.1. ADVANTAGES FOR PATIENTS

What matters most to patients? It's most likely the safety of their private med-
ical information. By granting people control of their medical records, blockchain
makes this possible.

In addition, no one is permitted to access patient data without that person’s
consent. Blockchain offers technologies like consensus processes, and because
of these, medical data will only be seen by the patient.

Wearable technology is also covered by blockchain-powered data security.
Patients can securely submit the data gathered by these gadgets to their doctors.

Patients will be able to take part in medical research, and blockchain will
help them get money from their involvement. Doctors will benefit as well since

they will have access to more research data.
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2.3.2. ADVANTAGES FOR PHARMACEUTICS

Speaking of medical research, pharmaceutical firms might entice more partic-
ipants for new drug clinical trials by utilizing the blockchain.

Additionally, because of the blockchain’s immutability, data on medications
and associated clinical trials will be accurate and simple to verify. This also

makes it simple to identify fake medications, which is an advantage.

2.3.3. ADVANTAGES FOR INSURANCE

Patients can swiftly acquire insurance confirmation thanks to blockchain
technology. Quick data transfer across companies is made possible by this
technology.

Smart contracts may also be used to finalize insurance contracts, protecting

patient data and providing ease for insurers.

2.4. APPLICATIONS OF BLOCKCHAIN TECHNOLOGY IN
HEALTHCARE
2.4.1. ELECTRONIC HEALTH RECORDS

EHRs are digitized records of a patient’s medical history, including diagno-
sis, treatments, prescriptions, and test results. Blockchain technology has the
potential to create a secure and decentralized platform for storing and distribut-
ing EHRs, giving patients more control over their data and guaranteeing that

healthcare professionals have access to correct and up-to-date information.[1]
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Figure 2.1: Electronic health records [1]

2.4.2. PATIENT DATA MANAGEMENT

Patient data management is the most obvious blockchain use case example in
the healthcare industry. For instance, if a patient knows blockchain encryption is
in place, they may feel considerably more at ease providing information like their
social security number and credit card details. In result, breaking a blockchain
encryption system will be significantly harder for hackers. Additionally, you're
considering secure patient data storage and improved accessibility. When a per-
son needs access to their test results, they may set up their account information
and get the information without worrying that someone is eavesdropping on their
most private affairs. At the same time, their doctors have easy access to that
data without worrying about prying eyes. Through the use of instruments like
a patient health information portal, or PHI, the accuracy of a patient’s medical
records is guaranteed. A specialized blockchain-compatible loT gadget may be
used to collect electronic health records and quickly transfer them to a new

doctor. Additionally, processing medical insurance claims is simple.[1]
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Figure 2.2: Patient Data Management [1]

The most secure approach to safequard is by utilizing blockchain technology
along with healthcare APIs, especially when it comes to a patient’s identification.
With an API in place, patients may choose who, outside their doctor, should
have access to their medical information. They are even free to choose whether
to grant full or restricted access. While doctors can more quickly diagnose a
patient’s condition and offer more conclusive and accurate medical care when

using transparent data.[1]

2.4.3. HIGH-SECURITY STANDARDS IN DATA ENCRYPTION

There are numerous applications for blockchain technology in healthcare, but
it would be difficult to come up with one that is more compelling than preventing
data breaches. Users of healthcare networks are more afraid of it than nearly
anything else.

They don’t simply want their credit card information or social security number
to remain private. Additionally, if something concerning them is happening that
they would prefer to keep private, they might not want the information about
their medications to be disclosed.

When we consider how blockchain can improve healthcare, it becomes clear
that a strong security standard is required to prevent this sensitive data from

being spread widely across the internet.
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Figure 2.3: High-Security Standards in Data Encryption [1]

With the help of methods like capturing and encrypting data and anchoring
it to the public blockchain, blockchain offers safe data transport techniques.

Blockchain data encryption is virtually impenetrable to hackers. While using
it now, when telemedicine applications are rapidly evolving, is very advantageous,
HIPAA mandates the use of secure data transfer and communication channels
in the healthcare sector. Both doctors and patients are ecstatic about this new

technology.[1]

2.4.4. HEALTHCARE TRANSACTIONS CONTROL

You would also be right to assume that when blockchain technology is used,
people feel more secure about their payment information. To maintain the
security of your data, you may use a variety of encryption techniques, such as
the transparent database encryption that we've incorporated into the Extobit
project’s development.

Every day, hundreds or perhaps thousands of patient claims and remittances
are processed by hospitals and clinics. Additionally, they send out requests
for unpaid patient bills. If fraudsters gain access to such information, they may
cause all sorts of trouble. Given the level of expertise some of these hackers
develop, identity theft is a serious concern.

The use of blockchain technology can reduce the number of claim denials.
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Underpayments may be notified right away, minimizing human error and waiting
times.

Many of these processes can be streamlined using blockchain, which also
eases payment concerns. Medical institutions can enhance their daily revenue

cycles and business processes 1]’
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Figure 2.4: Electronic health records [1]

2.4.5. DRuG SuppLY CHAIN MANAGEMENT

Let's start with some numbers. According to the National Crime Prevention
Council, around 10% of the medications in the world’s supply chain are fake.
That's a worrying development, especially if folks who require such treatments
aren’t receiving the care they require to recover from potentially fatal illnesses.
Some estimates place the annual market value of these fake drugs at up to $200
billion. However, all blockchain transactions are timestamped and immutable. It
follows that using blockchain will make it simple to spot and halt the sale of fake
pharmaceuticals and drug transactions. Another use of blockchain is for drug
traceability, since it allows for the management of inventories and the tracking

of medication life cycles[1]
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Figure 2.5: Electronic health records [1]

2.4.6. CuiNIcAL TRIALS AND HEALTHCARE RESEARCH IMPROVEMENT

When it comes to clinical trials, which are used to examine the efficacy of
new treatments, researchers gather and record enormous volumes of data. Test
results, quality reports, and important data may be among them. Blockchain
enables easy access to all of that while maintaining security and transparency
in the knowledge that no unauthorized individuals are viewing it.

Blockchain also enhances organized processes and guarantees that trial
participants gave their informed permission. The use of timestamps and smart
contracts makes this possible.

Since the trial design must be followed and there is no chance of changing
the test parameters in the middle of the trial, researchers are kept on their
toes. Additionally, blockchain can link data from studies that appear to be
incompatible. By using blockchain technology, connections that could have gone
unnoticed can be instantly located. All of this leads to more reliable findings

from medical research 1]
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2.4.7. MEDICAL PAPERWORK MANAGEMENT

Another area where blockchain technology is useful is the handling of medical
documents.

The amount of paperwork that hospitals and other healthcare facilities’
patients and physicians must fill out might be decreased. Every time a digital
system can take the place of a paper-based one, it benefits storage, lowers
expenses and time spent on repetitive chores, and even avoids medical fatigue.

Additionally, it becomes simpler to track insurance transactions so that
nothing is lost. Everyone concerned enjoys not having to go through the effort

of giving additional copies of transactions to insurance carriers. [1]

2.4.8. INTEGRATION WITH WEARABLE loT DEVICES

The ability of blockchain developments to work with wearable internet of
things devices is now one of their most impressive features. It enables both
patients and physicians to more effectively monitor medical records.

Blockchain can offer a simple authentication process and safe platform for
integrating data from wearables like activity, health, or fitness trackers. Both
the physicians and the patients have access to this safequarded, often updated
data, making it easier to follow changes or patients’ progress[1]
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Figure 2.6: Integration with Wearable loT Devices [1]
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2.4.9. TRACKING MEDICAL CREDENTIALS

Every patient wants to have faith in the medical professional who will be
treating them. What training does the specialist have, where has he worked
before, and what are his credentials?

One of the applications of blockchain in healthcare is the verification of
medical qualifications. With the help of this technology, all provider data may
be kept in a single database. The blockchain will also assist in confirming the
legitimacy of these credentials.

Since the employer can quickly review all the information about the candidates
without a lot of red tape, it can also aid in the hiring of medical personnel.
Furthermore, all medical credentials are protected by advanced blockchain

security standards.[1]

2.4.10. SMART CONTRACTS FOR INSURANCE

Smart contracts for insurance are another common application of blockchain
in healthcare. This technology enables insurance service providers to automate
insurance issuing and move their activities to a digital setting.

There won’t be any disagreements about the conditions of the insurance
because each smart contract will be easily available and registered on the
blockchain. You may check online for information on health insurance coverage
and medicine reimbursement.

Additionally, smart contracts enable insurers to employ cutting-edge analytics,
which enables providers of such services to optimize insurance plans for their

clients[1]
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2.5. BLOCKCHAIN-BASED HEALTH RECORD KEEPING

2.5.

2.5.1.

BrLockcHAIN-BASED HEALTH REcCORD KEEPING

How BrLockcHAIN WoRKS IN HEALTH ReEcorDp KEEPING

Distributed Ledger Technology : Blockchain employs distributed ledger
technology (DLT), in which information is kept in several locations. This
helps to avoid data manipulation since any modifications to the ledger are

instantaneously logged across all network nodes.

Cryptography : Blockchain employs complicated cryptographic methods
to maintain the security and privacy of data stored on the network. This

helps to safequard sensitive data, such as patient health records.

Smart contracts : are self-executing contracts in which the contents of the
buyer-seller agreement are directly put into lines of code. Smart contracts
may be used to automate the process of storing, updating, and retrieving

health information, improving efficiency and transparency[17]

2.5.2. Key FEATURES OF BLOCKCHAIN IN HEALTH RECORD

KEEPING

Decentralized : Blockchain is a decentralized system, which means that
data is held across numerous network nodes rather than in a single
database. This guarantees that the data cannot be manipulated by a

single entity and that the system is transparent and trustworthy.

Immutable : Data saved on the blockchain cannot be changed or destroyed.
This ensures the integrity and validity of health records maintained on the

blockchain.

Secure : Blockchain employs powerful encryption to maintain the security
and privacy of data stored on the network. As a result, it is an excellent

choice for keeping sensitive patient health information.
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e Transparent : The decentralized nature of the blockchain makes it trans-
parent, allowing patients to have greater control over their health records

and providing a clear audit trail of all changes made to the records.[17]

2.5.3. ADVANTAGES OF BLOCKCHAIN-BASED HEALTH RECORD

KEEPING:

e Improved Data Privacy: Blockchain-based health record keeping systems
can provide patients more control over their data, ensuring that only
authorized parties have access to it. This can aid in the protection of

sensitive health information from data breaches and cyber assaults.

e Increased Data Security: Blockchain technology is very secure, protecting
data from alteration and illegal access. As a result, it is an excellent choice

for keeping sensitive patient health information.

e Enhanced Data Accessibility : Patients may access their health records
at any time and from any location in the world, without the requirement
for a central authority or mediator. This can assist to increase healthcare

system efficiency and cut administrative expenses.

e Improved Interoperability : Blockchain can assist to enhance interoper-
ability between different healthcare providers and systems, enabling for

seamless sharing of health data and improved care coordination.

e Greater Efficiency : By automating the process of storing and accessing
health records, blockchain-based solutions can assist to cut administrative
expenses and enhance the efficiency of the healthcare system. This can

lead to better patient outcomes and higher levels of care[17]
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2.6. CHALLENGES AND LIMITATIONS OF BLOCKCHAIN TECHNOLOGY IN
HEALTHCARE

2.6. CHALLENGES AND LiMITATIONS OF BLOCKCHAIN TECH-

NOLOGY IN HEALTHCARE

e Regqulatory Frameworks : The absence of clear legislative frameworks is
one of the most significant barriers to the implementation of blockchain
technology in healthcare. Blockchain-based solutions may not cleanly fit
into existing regulatory frameworks, and clear guidelines are required to
guarantee that blockchain-based solutions comply with existing legislation

and standards.

o Interoperability : nteroperability is another barrier to blockchain technol-
ogy adoption in healthcare. Healthcare data is frequently held in silos,
making it difficult to communicate information between systems and com-
panies. Blockchain-based solutions can provide a safe and decentralized
platform for data exchange, but standards and interoperability frameworks
are required to ensure that diverse systems can efficiently communicate

and share data.

e Integration with Existing Systems : Combining blockchain-based solutions
with current healthcare systems and infrastructure might potentially be
difficult. Healthcare companies have invested considerably in current
systems, and blockchain-based solutions must interact smoothly with these

systems to guarantee that they can be adopted and used efficiently.

e Data Privacy : Another barrier to blockchain technology adoption in
healthcare is data privacy. While blockchain can provide a safe and
transparent platform for storing and exchanging data, patient data must be

secured and patient privacy must be respected.

Blockchain-based solutions must adhere to existing data privacy legislation
and standards, and patient data must be accessible only by authorized

parties.[17]
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2.7. FUTURE OF BLOCKCHAIN TECHNOLOGY IN HEALTHCARE

e Emerging Trends : Emerging trends in blockchain technology adoption
in healthcare include the use of blockchain-based solutions for patient-
generated health data, the integration of blockchain with other emerging
technologies such as artificial intelligence and the Internet of Things, and

the development of new blockchain-based business models for healthcare.[18]

e Potential Disruptions : By offering a more secure and efficient platform
for storing and exchanging healthcare data, blockchain technology has the
potential to revolutionize the healthcare business. It may also allow new
healthcare business models that stress patient-centered treatment and

bring better openness and accountability.

e Adoption in Different Healthcare Sectors : Blockchain technology has
the potential to be used in a variety of healthcare industries, including
medicines, medical equipment, insurance, and supply chain management.
Blockchain-based solutions can help enhance efficiency, boost transparency,
and safequard the security and privacy of patient data in each of these

industries 18]

2.8. CoNcLUSION

Finally, blockchain technology has the potential to revolutionize the health-
care business by offering a more secure, transparent, and efficient platform
for storing and distributing healthcare data. While there are still obstacles to
overcome, like as legal frameworks and interoperability, the future of blockchain
technology in healthcare is bright. We should expect tremendous gains in patient
outcomes, healthcare operations, and overall quality of care as the healthcare

industry continues to implement blockchain-based solutions.
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Chapter3. Conception

3.1. INTRODUCTION

n this chapter, we attempted to create a blockchain-based system for medical
data management that would provide patients complete control over their
medical data while also protecting their privacy. So, we'll go through the overall
architecture of our system, as well as the various diagrams, such as the use case
diagrams and the sequence diagram....etc. The application will then be realized,

and we will conclude with a conclusion.

3.2. PROBLEM

Electronic health records (EHRs) are digital databases that contain health
information. Demographics, medical history, drug and allergy information, vacci-
nation status, laboratory test results, radiological pictures, vital signs, personal
statistics, and billing information are all possible in EHRs. EHR is crucial in
supporting doctors and healthcare facilities in assessing a patient’s profile and
offering appropriate therapy. breaches, frauds, and data thefts restrict healthcare
providers from providing excellent medical care, possible data loss, and security

attacks such as ransomware attacks.

3.3. OBIECTIVE

The objective of this research is to create a blockchain-based system that
aids in the administration and protection of patient data. This system creates a
decentralized, iterative, safe, and open healthcare ecosystem using blockchain
technology and smart contracts. With full control over their medical data privacy,
people will be able to freely and securely exchange their medical records with
physicians, hospitals, research institutes, and other organizations. Additionally,
this research considers the usage of blockchain technology in a range of quickly

expanding applications.
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3-4-. OVERALL OPERATION

| will represent the design of my application, define the modeling language
t will be using (UML” Unified Modeling language”) is a standardized modeling
language enabling developers to specify, visualize, construct and document
artifacts of a software system. UML makes these artifacts scalable, secure and
robust in execution. UML is an important aspect involved in object-oriented
software development. It uses graphic notation to create visual models of software
systems.[5]

There are two types of UML diagrams:
e Structure diagrams :

1. Class diagram
2. Composite Structure diagram

3. Component diagram
e Behaviour Diagrams:

1. Activity diagram
2. Use Case diagram

3. Sequence diagram

3.4.1. USE CASE DIAGRAM

A use case diagram depicts the interactions between actors and use cases

as well as the functional needs of the system.
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Actor

Role

Admin

Login

Create Doctor
Create Patient

View List of patients

Dactor

Login

View My Personal Information

View Personal information & Medical Record of
Patient

Edit Medical Record

Patient

Login

View My Personal Information
View My Medical Record
Approve Doctor +

Disapprove Doctor -

Approve Company +
Disapprove Company -

Insurance
company

Login

View Company info

View Personal information & Medical Record of
Patient

Figure 3.1: Actors and Rols of The EHR System

Doctor

Patient

£

> Login ( using
~d Metamask ) \\

EHR System

Edit Medical
Record

View Personal info &
Medical Record Of
Patient

Insurance
company
View My
Personel
Information,

Figure 3.2: Use Case Diagram of THE EHR System
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EHR System

Create Doctor

Create Patient

View List Of Doctors g Admin

D
oo
&>

Figure 3.3: Use Case Diagram of Administrator

3.4.2. SEQUENCE DIAGRAM

A sequence diagram is used in this chapter to depict how items interact with
one another over time. For a blockchain-based secure data management solution

for electronic medical records.
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% % Admin UT Doctor UT Patient Ul Metamask Controler Blockeh @Vi5ua| Parad igm
T
i
]

Patient Doctor Admin
| Login.
Login b4
- !
»
Veriy dantiy
Fill Patient I
Information *ammm inpus
[ reatePatient() I-J- Gl function
request fransaction confirmation
Create Patient D Display Confirmation
Contim g, Dial
Approve Transaction|
Festum Status
Disply Transaction Status.
|
I I
I I
1 1
|_Enter Address of Doctor g L Vo e |
> |
i
I
|
Call function
CrastePatent]
requast transaction confirmation
<
o
Approve Doctor
Dispisy Confrmaton
Dialogl
Contm_gy
B>
Approve Transsction
Ratum Status
< Display Transaction Status.
t scd)
isDoctor{sender)
GeiMisdicaiRecord()
isPatient(Pat_sddr)
DociorisAliowed()
View Medical alt Caller is Approved Doclor |
P
Record for Retumn medical Record
Doctors ez ] Dispisy Mediosl Record_ _ _ _ _ _
Retumn emor
< _______ Display Error message. — — — — —
L t T
|

Figure 3.4: Sequence Diagram of the EHR system
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3.5. DETAILED ARCHITECTURE

1. Blockchain Network : The patient is the only one with access to their
private key. A request from the patient is required if a doctor wants to

view a patient’s medical records.

A patient can provide access by inputting their private key when they get
a waitlist request on their mobile app or on their website. The blockchain

network will be updated after the operation is finished.

———><Gives Public Key Access Patient Blockchain
Data Network

Patient Doctor

Figure 3.5: Authentication of public key and blockchain network

2. Administrator : When a patient or doctor wants to register in the system,
they will need to provide the administrator with proof of their identity and
doctor’s certificates. Once the administrator verifies their documents and
ensures their authenticity, a patient or doctor profile will be created for

them from the administrator’s dashboard.

Figure 3.6: “Admin” node architecture [3]
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Additionally, patients and doctors are required to provide their wallet
address to the administrator.

3. The Doctor : If the patient grants permission, the doctor has the ability to

access the patient’s personal information and review or make edits to their
medical record.

Ajouter les

o
Gérer Faccis [@0} utilisateurs ‘
Wi

Dioctor b Systdme Blockchain

Figure 3.7: “Doctor” node architecture [3]

4. The patient : The patient is the owner of their information. No one can
see their personal information or medical records unless the patient allows
them to do so. The patient can only access and read their own information
and medical records. They also have the ability to grant/revoke permission
to a doctor to view and modify their medical records, as well as grant/revoke

permission to an insurance company to access their medical records.

Ajouter les

%’ . Had

Patient Web Systéme Blockchain

Figure 3.8: “Patient” node architecture [3]

5. Insurance company : If the patient grants permission, the insurance com-

pany can access the patient’s personal information and medical record.
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@Viﬁuglfqrchigm
@) &
) @
=l U e A
CNAS CASNOS
Insurance Company
Read t
Read & write Read
e ()| g
Doctor Medical Patient

Record

Figure 3.9: Insurance company

3.6. CoNcLusioN

We have proposed a modeling of our system using UML through sequence
diagrams and use case diagrams. We have presented the development of our
system. The next chapter will focus on the implementation and realization of our

system.
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4.1.  INTRODUCTION

In this chapter, we will begin with an overview of the tools used to achieve

our system Development tools and some screenshots on the app Implemented.

4.2. FUNDAMENTAL FRAMEWORK

4.2.1. ETHEREUM

A decentralized network based on blockchain technology, Ethereum. It
was initially put into use on the well-known cryptocurrency Blockchain. The
purpose of Ethereum was to provide an open-source platform for smart contracts
with blockchain capabilities. Peer-to-peer networking is another method this
technology employs to spread itself. This network also utilizes Ethers, a coin
of its own. Additionally, Ethereum provides programmers with the Solidity
language, which lets them to create their own blockchains. It was developed for

Ethereum’s last feature, smart contracts.[14]

9

ethereum

Figure 4.1: Ethereum [14]
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4.2.2. INFORMATION TRANSACTION

The way that outside parties communicate with Ethereum is through transac-
tions. On the Ethereum blockchain network, it may be used by outside users
to modify the status of a file or collection of data. An Ethereum transaction

contains following elements[13]:

e From: the message’s 20-byte address’s sender.

To: the receiver of the message, who likewise has a 20-byte address.

e Value:the sum of money (wei) that was sent from one party to another.
e Data (optional) : provides the receiver with the message that is being
sent.

Gas: The sender must pay a fee known as "Gas" for every transaction made

on the Ethereum blockchain in order to complete it.

— Gas Price: Each transaction includes the gas cap and gas price.

— Gas Limit: the charge for which the transaction sender is prepared to

pay.

4.2.3. THE SMART CONTRACT

A set of instructions known as a smart contract may be used to complete any
transaction on the blockchain. This piece of code is executed when users send
transactions. They function directly on the blockchain, making them resistant to
manipulation and alteration. Any type of blockchain activity may be programmed
using smart contracts, which use the Solidity programming language. The
necessary operations can be compiled by the programmers once they have been
programmed. They may then be assembled, executed, and deployed on the
Ethereum blockchain. The smart contract code is written using JavaScript, which

implements Ethereum’s Solidity language.[25]
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4.2.4. ETHEREUM VIRTUAL MACHINE(EVM)

One of the Ethereum platform’s main advantages is its programmable blockchain.
It gives users the option to develop custom applications that work with Ethereum.
Distributed Applications (DApps) are the name given to the applications created
on this platform. They include a variety of protocols that are bundled up to
make a DApp platform. These DApps include smart contracts with user-defined
code that carry out specific application task definitions. The Ethereum Virtual
Machine (EVM) is used to deploy and run that code [13][14]. As a result, the

smart contract-based apps are really being operated on EVM.

4.3- SOFTWARE REQUIRED

4.3.1. NoODE.IS

Node.js is an open-source, server-side runtime environment for JavaScript
that enables programmers to create scalable and quick network applications.
It handles concurrent requests quickly and effectively because it has an event-

driven, non-blocking I/O approach. [29]

nede

Figure 4.2: Node.js [29]
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4.3.2. GANACHE

It is a neighborhood Ethereum blockchain enabling the quick development of
decentralized applications. Throughout the development cycle, Ganache may be
used to deploy, develop, and test in a controlled and secure environment. Both

the desktop application and the command-Lline tool (Ethereum) are functional.[25]

vganachz

Figure 4.3: Ganache [25]

4.3.3 METAMASK

An Ethereum wallet is a software application that allows you to store, manage,
and interact with your Ethereum (ETH) cryptocurrency. Ethereum wallets provide
a secure way to hold your ETH tokens and other digital assets built on the
Ethereum blockchain, such as ERC-20 tokens. Ethereum wallets come in various

forms, including:[26]

e Hardware Wallets: These are physical devices specifically designed to
store cryptocurrencies securely. They keep your private keys offline, pro-
tecting them from potential online threats. Popular hardware wallets for

Ethereum include Ledger Nano S and Trezor.
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e Web Wallets: These wallets operate online and can be accessed through a
web browser. They offer convenience but may have lower security compared
to software or hardware wallets since your private keys are stored on a
remote server. Examples include MyEtherWallet (MEW), MetaMask (also

available as a browser extension), and Coinbase Wallet.

e Software Wallets: These are applications that you install on your com-
puter or mobile device. They offer greater control and security since you
have direct access to your private keys. Examples include MetaMask,
MyEtherWallet, and Trust Wallet.

METAMASK

Figure 4.4: MetaMask [20]

It's important to note that whichever wallet you choose, you should always
prioritize security. This includes using strong passwords, enabling two-factor
authentication (2FA), and keeping your private keys or recovery phrases safe

and confidential.
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4.3-4- WEB3

In order to communicate with the chain’s modules, transactions in the chain
need be verified. A member in the network of another offline framework must
transmit a transaction to the peer-to-peer (p2p) link, which is a real network, in
order to produce and validate it. In order to facilitate communication between
Ether-eum nodes and in-chain components, it also offers a library collection. It
is used by Node.js on the server side.

Web3 connects to the Ethereum network by means of an Ethereum node
using the Hypertext Transfer Protocol (HTTP) connection. This may be a node
for local system ETH wallets. With the help of the in-browser plugin MetaMask,
you may access your Ethereum accounts and utilize the platform on the website.
The Ethereum wallet MetaMask is a browser-based application that links the

browser to a Web3 provider class[25] A data structure known as a Web3 provider

Front-end Wallet

[1(’; CLIENT SIDE

Ethereum
Node (Provider) Smart Contract

Figure 4.5: Web3 App Architecture [25]
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offers a connection to publicly accessible Ethereum nodes. With the help of
MetaMask, a user may use, save, and manage public and private keys that are
specific to their account. Back-to-front communication is made possible by the

combination of Ethereum, MetaMask, and web3.js, as well as a web interface.

4.3.5. TRUFFLE

It has a robust environment for developing the Ethereum Virtual Machine that
makes use of blockchains, as well as an asset pipeline and testing framework.
It has several functionality, including binary dependency management and the
computation, implementation, and maintenance of smart contracts. Additionally,
it offers a scriptable deployment and migration architecture and a fully automated
environment for testing smart contracts. Direct connection with the contract as
well as a pipeline with close integration may be created. Programs are executed

in the Truffle environment.[25]

TRUFFLE

Figure 4.6: Truffle [25]
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4.3.6. WEBSTORM

An integrated development environment (IDE) for JavaScript and associated
technologies is called WebStorm. Like previous JetBrains IDEs, it improves your
development experience by automating tedious processes and assisting you in

mastering challenging ones[12].

Figure 4.7: webstorm [12]

4-4. HARDWARE ENVIRONMENT

e Processor: Intel(R) Core(TM) i7-2640M CPU @ 2.80GHz 2.80 GHz
e Installed RAM: 4.00 GB

e System type : 64-bit operating system, x64-based processor

4.5. LANGUAGES

Utilizing HTML (Hypertext Markup Language), JavaScript , React.js, the
front-end design of our website was constructed. Using Node.js and the Solidity
programming language, the website's server and back end are managed. The
system is built using two tools: Truffle and Ganache, which generate local
Ethereum blockchains. The system is accessed or utilized by the Ethereum
virtual interface, MetaMask (as a wallet), Truffle (as an IDE), Yarn (a command-

line interface), Ganache (account creation), and Local Web3 (a web interface).[25]
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4.5.1. ReAcT]s

An open-source JavaScript library for creating user interfaces is called React.
React, which was created by Facebook, enables programmers to design reusable
Ul components that can be combined to create intricate and dynamic online
apps. It adopts a component-based approach, where each component has its
own rendering and logic, making it simple to construct and manage complex

applications. [30]

React

Figure 4.8: React [30]

4.5.2. SoLipITyY

Solidity is a high-level programming language that is used to write smart
contracts on the Ethereum blockchain. It was designed to be a contract-oriented
language, with syntax and features that make it easy to write secure and efficient

smart contracts.

SOLIDITY

Figure 4.9: Solidity [27]
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Because Solidity is a statically typed language, each variable’s type is
specified directly at build time. It enables the creation of modular and extend-
able smart contract designs by supporting inheritance, interfaces, and abstract

contracts.[2/]

4.6. PRrotocoL LAyout

When a patient decides to examine their medical data using MetaMask or
the healthcare system'’s centralized website, Figure 4.8 shows how the system is
organized. The user logs in immediately by obtaining the private key from the
Ethereum wallet. A cold storage wallet is the Ethereum wallet. As a consequence,
the risk of compromise is rather minimal when compared to other hot wallets.
Additionally, if the device is lost, the patients may simply receive a replacement
without suffering consequences for losing their medical information. The wallet
may be used in the same way to verify information or sign any document. You
can use this wallet to carry out multiparty patient verification.[5]

Registration

—_—

Private key

|
"o
* l : Fthereum

Meta-mask

(X
[ TN Private key

Patient
& Doctor e

Success
Ethereum

Web-based healthcare decentralized system

Figure 4.10: The protocol layout of the EHR system [5]
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It may be used to create distributed property identification systems based on
blockchains and role-based access control for records. A similar multiple-party
authorization process can be used to provide access to the patient’s records in

the case of a medical emergency.

4.7. PRocess 10 GET ACCESS TO THE PROPOSED SYSTEM

(Back END PART)

4.71. TRANSACTION DEPLOYMENT USING THE ETHEREUM BLOCKCHAIN

Use the Ethereum Blockchain to post transactions. The Ganache-represented
Ethereum blockchain is seen in Figure 4.11. It was utilized for system deployment
and testing. Ganache provides a few virtual accounts with 100 ETH for local
testing and development. When implemented on the Ethereum mainnet, it offers
a feature comparable to Ganache. The first step is to download and install
Ganache Ethereum from the Truffle Suite in the background. After completing
the Ganache installation, you must create a new workspace with the name
EHR-project.

accounts  (88) Bocks (¢ ) TRansacmions ()

CURRENTBLOCK  GAS PRICE 6AS LIMIT HARDFORK NETWORK D SERVER MINING STATUS WORKSPACE
0 20000000000 6721975 MUIRGLACIER 5777 HTTP:[/127.0.0.1:7545 AUTOMINING QUICKSTART

MNEMONIC HD PATH
scheme cattle fortune east mistake dice civil nasty grit peet begin color m/44' /60" /0" /6/account_index
ADDRESS BALANCE -
0xB2756d88f1Cc069aA40f037E216479bb%0a% 100.00 ET 0 0 &
40a H

ADDRESS BALANCE
0xa4b17f9fdE436b588250bD7C680A9740455a2  100.00 ET g
Ee3 H

ADDRESS BALANCE -
0x4fa599186AA1A2e6AEbc7A39b1bCFB1968B76 100.60 ET 0 2 &
68F H

ADDRESS BALANCE -
0xd16c7bfBC8ab162D880DOOOO2D695CBCACT8D 100.00 ET 0 3 &
A7f H

Figure 4.11: Ganache home page
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4.7-2. ACCOUNT CREATION USING A SMART CONTRACT

ACCOUNT INFORMATION

ACCOUNT ADDRESS
0x64C3783717880D8C35D3A13694372A13a9244A44

PRIVATE KEY
444694856619767030256dcad2602d917c4cca203063d0ee895970226e4aldld

Do not use this private key on a public bleckchain; use it for develeopment purposes only!

DONE
Figure 4.12: Ganache Ethereum (account address)

Figure 4.12 depicts the step-by-step account creation procedure and account
data from Ganache Ethereum, which enables users to access a decentralized

system using a browser without needing a complete node of the blockchain.

m ® _ETH_Project v ©

Import account

Imported accounts won't be associoted with your
MetaMask Secret Recovery Phrase. Learn more about

imported accounts here

Select Type Frivate Key w

Enter your private key string here:

(=

Figure 4.13: add private key, and create account
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4.7-3- TRUFFLE MIGRATION AND SMART CONTRACT EXECUTION

Truffle Migration and Contract Execution. A snapshot of the migration and
deployment process for a Truffle is shown in Figure 24.Truffle migrations enable
you to upload smart contracts to the Ethereum blockchain (local) on a blockchain
with a smart contract and build up the necessary processes for fusing transactions

with other transactions and giving contracts with initial data.

\EHR_DApp*\

written t

opment '

Figure 4.14: Truffle Migration and smart contract execution
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4.8. PROCESS OF THE SYSTEM (FRONT-END PART)

4.8.1. HoOMEPAGE

The main page of a software System is seen in Figure 4.15. The user must
register for an account in order to view this home page. the system may then
be accessed by users by Homepage. This homepage features four portals. The
Patient, Assurance Company, and Doctor are the other users, with the System

Administrator being the first.

DossierMedical

Figure 4.15: Homepage of the proposed system
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4.8.2. ADMIN PANEL

This system'’s admin interface is seen in Figure 4.16. Admins can add doctors

and patients to the system.

DossierMedical Company Doctor Patient

Patient :

Number of Patients : -

Patiens

Doctors

Log out

Figure 4.16: Admin panel

1. Add doctor: The method of adding a doctor is shown in Figure 4.17. depicts
the doctor registration module where you must enter a doctor’s information,
including name, date of birth, email address, mobile number, and doctor 1D,

which is an identification number. account information for Ganache City,

. i B =
DossierMedical Company Doctor Patient >»
< Modifier 2 ehr_oroject
Form doctor
Wallet Id D oo & sdmin
0x6c5849CBCa7191cdfa034Db07dFDbFOCE hitp://localhest:3000
ENVCIDE ETH
First Name Last Name
4
Mahboub! Houssem eo
Email DETAILS  DONNEES HEX
Houssem@gmail.com
MODIFIER
Speciality Hespital / Clinic
Patiens Generalist usTO Fraiz de carburant o 0.00079884
estimés 0.000799 ETH
Location R i
Doctors Site suggeré Frais maximaux: ( 84 ETH
Orar
Log out Birth Date
. 0.00079884
21/02/1980 Total

0.00079884 ETH

Phone number

0788546372

Gender

=

Figure 4.17: Add doctor
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State, Specialty: Ethereum. The MetaMask confirmation message, which
serves as a smart contract, All of the doctor’s information will be saved
using MetaMask, and the system will get an authentication confirmation
message. However, the system will display an access forbidden notice if a
user enters incorrect information or the same account address. Last but

not least, this smart contract guarantees the privacy of the patient’s data.

2. Add Patient: The module for patient registration is shown in Figure 4.18.
which asks for patient data including names, email addresses, phone num-
bers, and patient IDs—which is a Ganache Ethereum account address—to
be supplied. The user must click the "Submit" button after completing all of
the fields with the necessary data in order to store the information and

continue to the subsequent step.

r Patient O MetaMask Notification - Opera - O X
1aee
View Patient Add new Patient e ‘ >»
< Modifier ® ehr_project
. [ = & Aemin
Form patient
Wallet Id DETAILS  DONNEES HEX
0x607fe0d706eF99d530D3a2269¢8DFA50Ea7DBID2
MODIFIER
First Name Last Name
Patiens Mohamed Al Frais de carburant 0.00076824
estimés 0.000768 ETH

Doctors Email

5824 ETH

Site sugg€ré  Frais madim
medali@gmail.com

Log out

Location
- 0.00076824
El Bayadh Total

0.00076824 ETH
Birth Date Mont imal:

ETH

01/01/2000

Phone number

————— a ./. - ™
o Ty - )

b i —m

Figure 4.18: Add Patient
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4.8.3. DocTtor’s PANEL

In Doctor panel, the doctor can view and modify files Information.

DossierMedical

!. My Informations :

First Name Mahboubi
Last Name Houssem
Speciality Generalist
Hospital / Clinic UsTo
My Information Email Mahboubi@gmail.com
Adress Oran
My patient
Phone Number 0665748382
Sign out Joining date 6/8/2023

Figure 4.19: Doctor information

e The doctor can view personal information of patient and edit medical record.

DossierMedical

B

Doctor

My Patiens :

0x89BeCECB2D69D7635¢1 72950A993483EB206b7 1

First Name Mohamed

Last Name Belhadj

El Bayadh

My Information

My patient

Sign out

Figure 4.20: View and Edit EHR of patient
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4.8.4. PATIENT'S PANEL

Figure 4.21 depicts the plate of a patient. The patient’s personal information
is displayed on the patient plate. Now that medical records have been created

by doctors, patients may view them.

DossierMedical

a My Informations :

i First Name Mohamed
Patient

Mohamed Belhadj

Last Name Belhadj
Date of birth 2000-01-01
Gender male

My Information Email medali@gmail.com
Adress. El Bayadh

My Health Records

Phone Number 0765345677

My Doctors Joining date 6/8/2023

Assurance Company

Figure 4.21: Patient’s information

4841 . VIEW THE PATIENT MEDICAL RECORD

File is shown in Figure 4.22. the patient can log in and view their own medical
records. This provides them with convenient access to their health information,

including diagnoses, treatments, medications, and test results.

DossierMedical

!I My Health Records :

Patient

Mohamed Belhadj

Blood Type
Height
Weight

BMI

My Information

Vision Testing

My Health Records

My Doctors

* Allergies: None Chronic Conditions: Hypertension, Diabetes Type 2 Previous Surgeries

5)
e ma— Appendectomy (March 2010), Knee Arthroscopy (uly 2015)

+ Blood Tests: Date: June 5, 2023 Results: Hemoglobin Alc - 7.2% (indicating fair glycemic
control), Lipid Profile - within normal range

Figure 4.22: View of the patient medical records
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4.8.4.2. ApPPROVE AND ADD DocToRr’s

Patients who want access to their medical information may have the option
to accept or disapprove the doctors who request it. Patients now have discretion

over who may access their private medical information.

DossierMedical

&

Patient My Doctors :

Mohamed Belhadj
Ox1C22e0503F5338de87d997C226C3960395CR1B74

Name Mahboubi Houssem

My Information
Speciality Generalist

My Health Records !I 1 Hospital / clinic UsTO

wilaya Oran
My Doctors

Figure 4.23: Approve and Add Doctor’s

4.8.4.3. APPROVE ISSURANCE COMPANY

A request for access to certain medical records may be made to the patient
by the insurance provider. The patient has the option to study the request and
determine whether or not to permit access to their medical data for the purposes

of determining insurance coverage or processing claims.
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DossierMedical

L
& CNAS

Patient

Mohamed Belhadj

Company name | CNAS
Location EL-BAVADH
Number 0491234

Email cnas@mail.com
My Information

Website WWW.CNas.com

My Health Records Description assurance
company 1

My Doctors

Assurance Company

Figure 4.24: View Issurance Company

4.8.5. IssuRANCE CoMPANY PANEL

Figure 4.25 depicts the plate of Issurance Company.the Issurance Company
normally does not have direct access to or read patient-specific personal infor-
mation and medical data. The main goal is to make sure that the system as a
whole complies with the relevant privacy and security requirements to safequard

patient data.

DossierMedical

@ Company name CNAS
Location EL-BAYADH

Number 0491234
Email cnas@mail.com

Website WWw.cnas.com

About us Description assurance company 1

Customers

Figure 4.25: Issurance Company Panel
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4.9. CoNcLuSION

In this chapter, we realized a blockchain system using the development
mentioned above. This allowed us to obtain a patient monitoring system and
offers the ability to make a patient’s lifestyle collection and make a connection

between health professionals and patients.
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CONCLUSION GENERALE

potential answer to the problems the healthcare sector is facing is the
A implementation of blockchain technology for safe data management of
electronic medical records. Blockchain's decentralized and open nature offers
a solid framework for safequarding the privacy, availability, and integrity of
patient data. By using a blockchain-based system, healthcare providers may
enhance data security and privacy while reducing the likelihood of unauthorized
access, data breaches, and manipulation. The immutability and openness of the
blockchain, which ensures the integrity of medical records, have produced a
trustworthy and auditable source of truth.

Additionally, blockchain technology enables the efficient and safe data sharing
of authorized parties, such as patients, doctors, and healthcare institutions.
Smart contracts enable automated implementation of predetermined rules and
agreements, which also simplifies processes and improves interoperability.

This article’s recommended architecture offers a conceptual framework and
practical guidance for implementing secure data management of electronic med-
ical records using blockchain technology. The technical requirements, design
ideas, and system requirements necessary to create a scalable, dependable, and
user-friendly solution are all described. Adopting cutting-edge technologies
like blockchain will enable safe data management for electronic medical records
and pave the path for a healthcare ecosystem that is more patient-focused and

secure.
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ABBREVIATION LIST

2FA Two-Factor Authentication

ECC Elliptic Curve Cryptography

DSS Digital Signature Service

EHRs Electronic health records

MD5 Message Digest

SHA-1 Secure Hash Algorithm

Al Artificial Intelligence

IOTA Internet Of Things Application
API1 Application Programming Interface
DLT Distributed Ledger Technology
UML Unified Modeling Language

EVM Ethereum Virtual Machine

MEW MyEtherWallet

HTTP Hypertext Transfer Protocol

IDE Integrated Development Environment
BTC Bitcoin

ETH Ether

POS Proof of Stake

PoW Proof of Work

P2P Peer to Peer
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