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Abstract

This era is characterized by a high flow of data and information driven by
technology, which has effectively eliminated the concepts of temporal and spatial
boundaries. However, as this data is transmitted or exchanged within cyberspace
and electronic media, it is increasingly exposed to risks and threats that violate its
integrity and privacy.

Consequently, Information Security emerges as a comprehensive set of
controls, procedures, and preventive methods designed to thwart these threats. It
aims to provide robust protection for information handled within the digital
environment by ensuring its confidentiality, integrity, and availability, while
preventing unauthorized access, modification, or substitution.

To achieve this, it relies on technical mechanisms as a primary line of
defense, alongside penal mechanisms—comprising criminalization and deterrent
sanctions for security breaches—and institutional mechanisms represented by
specialized bodies and frameworks. Ultimately, the effectiveness of information
security requires a seamless integration between the legislative framework,
technical tools, and institutional structures; this integration forms the core focus of
our study.
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